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Feature
Include Sequence Diagram to describe the PUSH receving type flow

1. N4

1.1 HIY
A CRHEIR T IPPC HUB M2 IR 45 (1045 D2 A 25, T DA U MR Uk 25 7 ¥ 32 HUB o R b 5
T 1) B30 5 T

JEE 1IZ X155 RE HUB TG B 1RIFZEHT, RATMRAIEE
https://www.ephytoexchange.org/doc/HUB Web Service APLpdf

1.2 B R SZACH B SRR i

AR HARSZ AR NPPOs (IR N R RF W ATE, AT ER: HUB LN R TV
R A . AR P T 583 IPPC HUB R4 IPPC GeNS R4t 7t1H, tHA{E AiZ{T HUB &
GEIRRESCRY . A SCRY M 24 5] ePhyto HUB Software Requirements Specification %7 EG 32, &
Fe % HUB 240 0 45 Ak 55 45 A8 A4 FH 1R SR

1.3 3%5R%E

- ePhyto HUB Software Requirements Specification
- https://www.ippc.int/en/ephyto/
- https://www.ippc.int/en/ephyto/ephyto-technical-information/

2. HUB jn#k

o IZITFERIEE — & i@ https://www.ephytoexchange.org/onboard [f] NPPO % 1%y MHE K

o BT IPPC fRE EKE B S AZ AN G, FHEFERK ¥ Bshdm, Jf&ki&R
?ﬁ(‘o

o TEFMEXMEHIZEHEN NG, HUB EH B S RO &8, FERERHT AR S
4, %5 NPPO 7& UAT Wb T aa & B80S R, TERERMBIEF“ R IR 2 /i, 7
UAT 3t o] PLgE A7 SRR 38 E
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3. HARZ

TEMHARY BOE R 0@, 50% 5 HUB IR 20 10 HAR R A in] #0m] DAFE 717 P
https://www.ephytoexchange.org/support FH#eH (PR EFMAERE) -

FRATTEIRE S b5 B E L 2P IREUE R A R 45 (U CyEMHE A ED
T HUB &G — BV 9] /i m 5 https://www.ephytoexchange.org/support #1725 1]

WHRARIENAE HUB &8I ERZAER] R, YR DRI &k fE, @il LRI
N 356 B ) A B 1] 65 B B R SRR SR (ittps://www.ephytoexchange.org/AdminConsole) .

RGL RABMBAF4E B/ IN L B g5 1) 7
PATEW B F E B & T aF XK T IRE S .

4. MRS RS

4.1 YR BE (UAT)

MR (UAT) R — G0 2%, BA RGMEEA, 7T LAIR % F i b F R 5 23 5 HUB
92 o

RTAETEAE, T AR A 24 TF B A RIE T .

AT H) URL
HUB UAT/ AR5 0] O BT URLs V5[] :
https://uat-hub.ephytoexchange.org/hub/DeliveryService?wsdl (web service WSDL)
I 2% e 55 i . R SZAIE S B6IED
https://uat-hub.ephytoexchange.org/AdminConsole (Admin interface)

7E NPPO Jn#Ekid#2 s, MR pt e a2mH 6 mE L.

W 28 AR 9% 25 7 Ui B3 A S R+

TEMRARBY B, 2 7 it S A0 B B 28 A AET5 . NPPOs nJLA#EA] JDK Ay “#54H T2~
ZERAETS, B AT LR UNICC #2445 NPPO BEWS A I IIIE B AEAR .

2018 4 3 /A4 NPPO & FH A v LAiJj [a) HUB & B4 6] & I 5 A JGEH, 44418 AR SS
(R, K BEIE A5 FH T 50 A0F NPPO %% 7 i b FH F2 )7

4.1.1.1 FFWEH U

NPPO 75 B AEFB A X.500 B A k224U E B
o WH#
o HZIHIT
o HALHK
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o FTTEHNAT

o FIEEZ

o WATFEREEFARY
UNICC 2 &IE7 A PKCS12 B A SR IIE T, FF M HUB B S| & NPPO SRS H
FAEA LA

4.1.1.2 £/ 5 BE W IFE

JDK AL “B4” fr AT LUVERGE T, — B NPPO A ilE+, #4082 3|
UNICC, PMEFK H s in 2 Ak 55 28 FE A7 X o

A TS EARFH NPPO SEARHEBAEBURG], A3y 10 4

C:\certificates>keytool -genkey -alias nppo1 -keyalg RSA -keysize 1024 -keystore nppo.keystore -validity
3650 -keypass nppolpass -storepass nppoStorelpass

What is your first and last name?
[Unknown]: www.nppo.mycountry

What is the name of your organizational unit?
[Unknown]: NPPO

What is the name of your organization?
[Unknown]: NPPO-MyCountry

What is the name of your City or Locality?
[Unknown]: Capital

What is the name of your State or Province?
[Unknown]:

What is the two-letter country code for this unit?
[Unknown]: MC

Is CN=www.nppo.mycountry, OU=NPPO, O0=NPPO-MyCountry, L=Capital, ST=Unknown, C=MC correct?

[no]: yes

MG T ARSI 7=

C:\certificates>keytool -export -keystore nppo.keystore -alias nppo1 -file nppo1l.cer -keypass nppolpass -
storepass nppoStorelpass

—HA R, NPPO w] LUl DA DRI # s H & LA I Bk
1) #EANEHEEG G, FHE| NPPO ST
2) {d RS NPPO SCRY 4, TiIETS, & Cotificaes

3) H/IE BTSSR TR AT s E AR SEr 1, il
A “add” #%f, + Add TR EAERFTHGIESS
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Certificates
) Back 4 Add
Dn Description ~ Active Created By Created... LastMod... LastMod...
CN=www.... system-au... True system-auto  03/22/2018 system-auto  03/22/2018

4.2 LRI

HUB “E A 5] LU LR URLs BE4T U170
https://hub.ephytoexchange.org/hub/DeliveryService?wsdl (web service WSDL)
I 2% 5 55 i . R SZAIE S B6IED
https://www.ephytoexchange.org/AdminConsole (Admin interface)

4.3 B4

WX 28 AR 25 1 B A B uE 2 RE 5 17 i) HUB HOREN B AR SCHC) TLS 1.1 A1 TLS 1.2 &/ a5
X509 EPER s . MANERRI N AR — A XET, AZET BgaA T RE T
RNKIZE R, UEBRNFPE 2R3 HTTPS P8 3E HUB % i N R 7o 284 SRt )
T AR Ve L, (HREEE S| HUB 75 R SR ME A .

HUB #2525 NPPO &E#11 “From” FB5 TLS uEHAHULECH “envelopes”

5. HUB XML &R,

5.1Schema &=,

HUB M2 AR 55 i R SEAR 2 ik, Hob—28s2ih 2 ePhyto & XHI—#4r, BAVELERT ML
ARG ERAE R AN BT S 2R, R EICREN LN E R

1) (EESLEPS
2) BEHENE
3) ePhyto 15 #}

AR (5 6 1) X WSDL )52 CRA ZMRAE, BB M LT SRS R

(EESL IS

Bl =trk+ W%

ePhyto 15 #=Frk+SPS ik
(EESp e e

(EEap e

HUB BEE 2

NPPO

IGAESE R

L
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(EESLTPS

EER IO ER TR SE PR IEAS AT TS BOIn 1% L T 284 ePhyto IE-P 5 &
BIXLERVEAST EARAER, HUB R, LIS IEX P4 CAS /& 75 3 Y IR JF 51 KB S 4 iR .
f£5 HUB ZHAFAIMIE], AR BT A ICR . B, —SRRT a2 RARER ) 2

EER LT IGR:
KH: %M 1S03166-1 Frifk, HEZRM 2 A7 BEE KA

o Eff: 1M 1S03166-1 trdk, #EHEKH) 2 A7 BEE ZACH

o UEPZRA. BORIUFFZRAN) UNECE /RS, 7E IPPCHATIEREF, HUB MU LA P
FARRIG BTN -
= 851 for Phyto fXERAEMIAL S UE 15 1 4%HS 851
= 657 for Re-Export Phyto ¥ FAEYIRZUE 5 1A 657

o FEPRRE: RZUERAS T UNECE /A%, 7E IPPCHATIIFEH, HUB KX LU H RS
T HEATIZN .
= 70:Issued KAf
» 39:Approved #L#E
»  40:Withdrawn #{[=]
*  41:Rejected fE4

o NPPO iEP%5: NTETS%, NPPO 744 ePhyto iF P TR NG . XAELLK,
BT LR ¥F NPPO [H R A2 Ge4H 5 R4 H (1) HubTrackingNumber SiEHUCHS. 54, HUB
8 3 i O OB A Z A RS A RS . R— e R R ZIEF RN T, vk d
NPPO IEHARTE F H R EMRELE 1000 NFFFELA .

o HUB BEASHT: XEME—IIARIRAT, S5 KIREEMEEN, HUB RN —MEh i
PRRST. NPPO R GEHE G o] LAEEXIFRIRAT &) HUB, PASREGETE HUB 18RS 5HR S HIME
RS EIE-PIIAAHME R . A TER AR P2 50 74T

o HUB BEEER: XN RnOE MU SRERE PR —, BonEEE HUB P RsAbIR

= MREGE: RREERMRAAE HUB FRica £, AIH RIS E @Y, Hit,
HUB i/ R EHE (G .

= BB ([SH O HUB s, 708 k.

= BRI HUB %A L, NPPO 7 MIBANFIE RO OB, ik, FHM
HUB BA%1 BB -

= ERAFE: WTHAEMNEE S, HUB BAEMER.

» PFOBEG: 7E 2018 4F 3 HRAIIRAH, A SRARC AR L 1 E Rt R U R
ARG E, XSO DU O EEECE A, R A A ER R AL 1) XML A%

o HUB fiEHE: XMoa s HUB & BAEAR AT ge = AR AR RE B KB a4 iR
HIEE SN A A, /£ 2018 F 3 ARMERAS, #EOEZXTUREXRT
AdvancedAcknowledge &% E 5., 8 HABATEI ePhyto XML H & 2SIt & .
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(EE2NSES

BRI R RE B Rk, JFE M “Content” JTLEX HATY e, ZIou i W LLRARMT B 7 7F
H /xml,

B YR EAE R LU NPPO HY 175 % 7 s B TR PP AR A, FR A4 E) XML %3, S &
“Content” J& 1 K i% 3| HUB.

HUB A2 XHIEFS P AT I6AIE, A ZFCREL ISPM 12 #25X. NPPO 3 177 % /7 3 B FH R vl LAHT
THEP N EFFSNFAT S hRiE. NPPO 3E 1175 %5 7 di 82 FH A8 PP AE S 215 s e 20T A WAC A
B TRIER R RAZE LT, X — DR 5SRO SRR — AT .

PAUR 225 SCRS A0 1 XML Wit S 5% AT M B 5 ) P A 4059
https://www.ephytoexchange.org/doc/mapping/Mapping_ISPM_12_to_ePhyto_standard Export_certi
ficate V.2.pdf

(EESRP S &
XA TR F R EIR A2 K E (S E 45k . ‘GetUnderDeliveryEnvelope’ 1
‘GetlmportEnvelopeHeaders ffJ#/E 1 WL LA T 1E B .

fEE%A
BN TCROGEEES, SMEEHEES-— MR — AT E IR . XKL
‘PULLImportEnvelope’ F# H, BARATT1HE WL NE R

6. Bk

6.1 %% hub

HEFEE] HUB AN P2 55 A TFROBRAE, 10 1A P2 I 48 i 55 5 A 2 I 0 PN A TR R

AT, AT R T4 T8 HUB 27 il FACHY, il FACRS 28 H C# Al the Net 4E
51 4.6.1 LK Java 1.8 a fil the Apache Axis 1 #E42, 1 WSDL & XA A& P it A0S

HASRERIERT 7, BSINIEFS AT URL (BGR T3R5, DAEAE 28 iRk 55 (K Bl A Jm 82 Y rh A
Mo

private static DeliveryService getClientConnection ()
{
// the following code is use to prevent security protocol
exceptions
// raised by using self-signed certificates (test environment)

ServicePointManager.SecurityProtocol = SecurityProtocolType.Tlsll;
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System.Net.ServicePointManager.ServerCertificateValidationCallback
= delegate (
Object obj, X509Certificate certificate, X509Chain chain,
SslPolicyErrors errors)
{
return (true);

}i

//This is the actual implementation of the generated proxy
//from the given or downloaded WSDL
DeliveryService client = new DeliveryService();

//setting the test environment URL
client.Url = "https://uat.ippchub.unicc.org/hub/DeliveryService";

//adding the certificate

X509Certificate2 cert = new
X509Certificate2 ("/Users/luca/repos/IPPCHubDev/certificates/nppo-it.pl2",
"nppoITpl2") ;

client.ClientCertificates.Add(cert);

//returning the client object
return client;

Java

private static final String KEYSTORE TRUSTED =
"G:\\certificates\\trustedStore";

private static final String KEYSTORE TRUSTED PASSWORD = "changeit";

private static final String KEYSTORE SERVER =
"G:\\certificates\\privateStore";
private static final String KEYSTORE SERVER PASSWORD = "changeit";

private static IDeliveryServiceProxy getClientConnection () {
// Configure the stores with certificates
System.setProperty("sun.security.ssl.allowUnsafeRenegotiation",
"true"); // true for self-signed certificates, false in production

// Trusted certificates, IPPC HUB certificate should be here
System.setProperty("javax.net.ssl.trustStore", KEYSTORE TRUSTED,) ;
System.setProperty("javax.net.ssl.trustStorePassword",

KEYSTORE TRUSTED PASSWORD,) ;

// Private Key store, with NPPO certificate

System.setProperty("javax.net.ssl.keyStore", KEYSTORE SERVER) ;

System.setProperty("javax.net.ssl.keyStorePassword",
KEYSTORE SERVER PASSWORD) ;

// Uncomment next line to have handshake debug information
// System.setProperty("javax.net.debug", "ssl");

// Getting the proxy to the appropriate URL
IDeliveryServiceProxy proxy = new IDeliveryServiceProxy ("https://uat-
hub.ephytoexchange.org/hub/DeliveryService") ;

Public - FAO/IPPC 11 16-July-2018
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return proxy;

}

6.2 EH 1%
NPPO H M7 AT HUS B R IE S HUB #1E. bRk DO KIR RS — T 8 1.
- kH
- E=E
- R
- EPRRE
- NPPO iEH%w's5 CAZmEIN, (HEBNMBEVEES, DMELEE DR KRG EiE R
(A&
- ‘Content’ JEMEHFIHN T 5LBRIET, LLAZEK ePhyto XML [ FIALARA 5E 55 -

HUB @S E bRk 4T 5t Sk B & A NPPO 7% P AN & M, Hrhf
FEiE HUB N 27 ¥ Infr) HUBTrackingNumber F1 the HUBTrackingInfo J&14: .

£ Transit’ KPR T, UEF AT 70 & BMEE E K, 7 ) i SRR Fr N2 2R 45 B D B i 4
BRIBGE A E S, X — IR AR AT PR B
Client sample implementation in C# generated as .Net 2.0 standard web service client:

https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details /transport-security-
with-certificate-authentication

// initialize the client

DeliveryService client = getClientConnection();

// simulating an Issue certificate from Italy to United States

Envelope env = new Envelope ()
{

From = "IT",

To = "US",

CertificateType = 851,
CertificateStatus = 70,
NPPOCertificateNumber = "Internal NPPO Certificate Number"

b

//load the actual electronic certificate XML

var ePhyto = new System.Xml.XmlDocument () ;

ePhyto.LoadXml ("<?xml version=\"1.0\" encoding=\"UTF-
8\"?><ephyto><contents/></ephyto>");

//set the XML to the content element of the message
env.Content = ePhyto.InnerXml;

try

Public - FAO/IPPC 12 16-July-2018
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// send the message to the hub and get back the header
EnvelopeHeader header = client.DeliverEnvelope (env) ;

//handle internal issues

if (header.HUBTrackingInfo == "FailedDelivery")

{
//manage the exception and provide errors to the client
//in this case the error is due to one of the following
//Header Validation error (certificate, destination

country not boarded...)

//Internal error of the system

//get the error message
string error = header.hubDeliveryErrorMessage;
System.Console.WriteLine ("Message failed delivery,

"terror) ;
}
else
{
//get the hub tracking number...
string hubTrackingNumber = header.hubDeliveryNumber;
System.Console.Write ("header delivered with tracking
number : " + hubTrackingNumber) ;

//persist the header details to record that the message
is under delivery

}

}catch (Exception ex) {

//manage the exception and provide errors to the client

//in this case the error is due to one of the following

//Header Validation error (certificate, destination country
not boarded...)

//network

//unavailability of the remote system

Console.WriteLine ("Failed to deiver the message to the HUB"
+ ex.Message) ;

}

Java
private static EnvelopeHeader DeliverEnvelope () throws HubClientException

{

IDeliveryServiceProxy proxy = getClientConnection();

DocumentBuilderFactory dbFactory =
DocumentBuilderFactory.newInstance() ;

// Envelope creation, from Italy to United States
Envelope envelope = new Envelope();
envelope.setFrom ("IT") ;

envelope.setTo ("US") ;
envelope.setCertificateType (851);
envelope.setCertificateStatus (70);
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envelope.setNPPOCertificateNumber ("EPHYTO-IT-2017-0010277") ;

try {
DocumentBuilder dBuilder = dbFactory.newDocumentBuilder () ;
Document doc = dBuilder.parse ("<?xml version=\"1.0\" encoding=\"UTF-

8\"?><ephyto><contents/></ephyto>") ;
DOMSource domSource = new DOMSource (doc) ;
StringWriter writer = new StringWriter();
StreamResult result = new StreamResult (writer);
TransformerFactory tf = TransformerFactory.newlInstance();
Transformer transformer = tf.newTransformer();
transformer.transform(domSource, result);
envelope.setContent (writer.toString());
} catch (SAXException | IOException | ParserConfigurationException |
TransformerException el) {
//manage the exception and provide errors to the client
//in this case the error is due to one of the following
//The XML string could not be parsed

System.out.println("Failed to load certificateinto XML document.");
throw new HubClientException(el); // Without certificate we cannot
continue
}
try {

// send the message to the hub and get back the header
EnvelopeHeader header = proxy.deliverEnvelope (envelope);

// Handle internal issues
if (header.getHUBTrackingInfo () .equals("FailedDelivery")) {
//manage the exception and provide errors to the client
//in this case the error is due to one of the following
//Header validation error
String error = header.getHubDeliveryErrorMessage() ;
System.out.println (String. format ("Message failed delivery. %s",
error));
} else {
//get the hub tracking number...
String hubTrackingNumber = header.getHubDeliveryNumber () ;
System.out.println (String. format ("Header delivered with tracking
number: %s", hubTrackingNumber));
}
return header;
} catch (RemoteException e) {
//manage the exception and provide errors to the client
//in this case the error is due to one of the following
// network
// unavailability of the remote system
System.out.println (String. format ("Failed to deliver the message to
the HUB. ", e.getMessage()));
throw new HubClientException(e);

}

WMARAHR KA, HUB IBEHE B 2% E F“FailedDelivery” ,  FARYHTITE(S FH 47 k1R 7] 1
hubDeliveryErrorMessage JGZE H'. 1 ER A AT IR ELFE:

o NPPO AIEMIfEE A From” T B P K E X

o TERLTo” FBIAH NPPO [HZK

o EHRAITRL

Public - FAO/IPPC 14 16-July-2018




HUB Web Service API

o EPRETR
B 232 AT W el 2R GE oV 8 AR AR e i R, 24 [ e vl i e e N 7 2
¥ AE bR HTTP Btz iRk,

6.3 PULLImportEnvelope, AcknowledgeEnvelopeReceipt,
AdvancedAcknowledgeEnvelopeReceipt

NPPO # 1 [EACE PULL #RAER LI RGBSR AR R A 1ES .. S S0k
WER 2 P oA L, 4 8l HUB FAS b S5 O E—A T “To ” FERIIFTAESR . X T
F— M5, HOEMNEEE AckknowledgeEnvelopeReceipt i, f# 4] HUBTrackingNumber
W BRI R —AMEEE B L #ME B ABAS A B —4> PULL #AER 3R
FRIEE, HASERAT.

NPPO i & ¥ SV /b & —k PULL [F3H BHEE AR, DMERAL S WEEEA G A E
BATIEAS .

£ 2018 4 3 H RAMIIMCA S, SRS S RVEA SISO BT 300, B EIREHME B
#| DeliveredWithWarnings, FHHEHEREGTHE, SECHFTHF XML B, 0] DUE BIHAS i) B
NI

TEER: BB REIZE 200 NFAFLAA, R [EIVE B AT RER XA B, BT A
BRI, B8 mT BE AR AT o

EZ 0 NG, ] DN RIS UE R R IR USRI B, FIAS— 1 XML B HRE S H
J7 o

& b SE LR 1

// initialize the client
DeliveryService client = getClientConnection();

//get all the envelopes pending delivery
Envelope[] envelopesToImport = client.PULLImportEnvelope();

foreach (Envelope env in envelopesToImport)
{
System.Console.WritelLine ("Processing hub delivery number : "
+env.hubDeliveryNumber) ;

try
{

//get the content containing the certificate XML
String xmlContent = env.Content;

//verifications in xml
var ePhyto = new System.Xml.XmlDocument () ;
ePhyto.LoadXml (xmlContent) ;
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//save the ePhyto to the client application

//acknowledge the receipt back to the server (this could be
done as separate action based on user validation ?7?)

client.AcknowledgeEnvelopeReceipt (env.hubDeliveryNumber) ;

//perform schema/xml checks

client.AdvancedAcknowledgeEnvelopeReceipt (env.hubDeliveryNumber,
“please indicate the date elements without milliseconds”);
}
catch (Exception ex)
{
//handle the content parsing error
System.Console.WritelLine (String.Format ("error when parsing
content of {0} {1}", env.hubDeliveryNumber,ex.Message))

}

Java
private static void pullAcknowledge () throws HubClientException {
IDeliveryServiceProxy proxy = getClientConnection();

try {
// get all the envelopes pending delivery
Envelope[] envelopesToImport = proxy.PULLImportEnvelope()

for (Envelope envelope : envelopesToImport) {
System.out.println (String. format ("Processing hub delivery number:
%s", envelope.getHubDeliveryNumber ()));

// get the content containing the certificate XML
String xmlContent = envelope.getContent () ;

// verifications in XML

DocumentBuilderFactory dbFactory =
DocumentBuilderFactory.newInstance() ;

DocumentBuilder dBuilder;

try |

dBuilder = dbFactory.newDocumentBuilder () ;

InputStream content = new
ByteArrayInputStream(envelope.getContent () .getBytes (StandardCharsets.UTF_8.
name ())) ;

Document doc = dBuilder.parse (content);

} catch (ParserConfigurationException | SAXException | IOException

e) {
// The content of the envelope is not a proper XML file
System.out.println (String. format ("Error parsing content of $1Ss
%25$s", envelope.getHubDeliveryNumber (), e.getMessage()));

// This envelope won't be acknowledged

proxy.advancedAcknowledgeEnvelopeReceipt (envelope.getHubDeliveryNumber (),
“error while parsing the XML");
continue;

}
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//acknowledge the receipt back to the server (this could be done as
a separate action based on user validation)
proxy.acknowledgeEnvelopeReceipt (envelope.getHubDeliveryNumber () ) ;
}
} catch (RemoteException e) {
//manage the exception and provide errors to the client
//in this case the error is due to one of the following
// network
// unavailability of the remote system
System.out.println (String. format ("Failed to deliver the message to
the HUB. ", e.getMessage()));
throw new HubClientException(e);

}

W AE PulllmportEnvelope, AckowledgeEnvelopeReceipt 5
AdvancedAckowledgeEnvelopeReceipt FIACEEFE F R B4 1%, REUE R IE— R SOAP
Fault #RERIIICER . FERXLLRST b, Rl 2] A4 R 4

o RIMIERM NPPO AIER G H

o FRWGERTT NPPO [N, JEARR B #IAAR K “To” B I E 5.

o HRIEMSHLZE HUB HAR], 1 EFnR SHERA L, BEIELE.

6.4GetUnderDeliveryEnvelope

ZARAE SCVE H H [ NPPO SRIGAEAL IR b e A (5 45 Sk 913, 20 S InAiE 1 2 7 AR R
tH HE . HUB KR 8] jr A S8 R 15 B 51K

7% F i S FH AR PP AT — MR (8] (45 3545 Sk 4 F HUBTrackingNumber, J 5 54t .

7% ) S B

DeliveryService client = getClientConnection();
try
{
//get the envelopes under delivery (received by the HUB and
queued to be delivered to the destination)
EnvelopeHeader[] headers = client.GetUnderDeliveryEnvelope () ;

//cicles the records to update the client system
foreach (var head in headers)
{

//updates the client records
System.Console.WritelLine ("Env:"+head.hubDeliveryNumber+", Tracking
Info:"+head.HUBTrackingInfo) ;

}
}
catch (Exception ex)

{

System.Console.WritelLine (ex.Message) ;
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private static void getUnderDeliveryEnvelope () throws HubClientException

{

IDeliveryServiceProxy proxy = getClientConnection();
try {

// get the envelopes under delivery
EnvelopeHeader[] headers = proxy.getUnderDeliveryEnvelope () ;

//clicles the records to update the client system
for (EnvelopeHeader header : headers) {
// updates client records
System.out.println (String. format ("Envelope: %1$s - Tracking info:
%25$s", header.getHubDeliveryNumber (), header.getHUBTrackingInfo()));
}
} catch (RemoteException e) {
//manage the exception and provide errors to the client
//in this case the error is due to one of the following
// network
// unavailability of the remote system
System.out.println (String. format ("Failed to deliver the message to
the HUB. ", e.getMessage()));
throw new HubClientException(e);

}

WAL GetUnderDeliveryEnvelope B kA48 1%, 4 & 1%5— MnifE SOAP Fault #iid &5 1= 170
Fo MRS R R AR A
o RHIERM NPPO RTE ARG H

6.5GetlmportEnvelopeHeaders & PULLSingleImportEnvelope

5 E—NEAERML,  IXANERAE SO VFEE T [E NPPO FREME IS R T (S EHn k5% . 4t &
PYISUE R T AR L E, HUB KR BIFTA SRS S EH 713K

& i AR P ] DA [B] 45 B bRk {8 HUBTrackingNumber, FFZ /N EUhAT. X067
VR [ AL 3 EAL 36 (17 BB T8, AN SN At

) i S 1
DeliveryService client = getClientConnection();
try

{
//get the envelopes under delivery (received by the HUB and
queued to be delivered to the destination)
EnvelopeHeader[] headers = client.GetImportEnvelopeHeaders();

//cicles the records to update the client system
foreach (var head in headers)

{

Envelope env =

client.PULLSingleImportEnvelope (head.hubDeliveryNumber) ;
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//get the content containing the certificate XML
String xmlContent = env.Content;

//verifications in xml
var ePhyto = new System.Xml.XmlDocument () ;
ePhyto.LoadXml (xmlContent) ;

//save the ePhyto to the client application

//acknowledge the receipt back to the server (this could be
done as separate action based on user validation ?7?)

client.AcknowledgeEnvelopeReceipt (env.hubDeliveryNumber) ;

//perform schema/xml checks

client.AdvancedAcknowledgeEnvelopeReceipt (env.hubDeliveryNumber, “please
indicate the date elements without milliseconds”);

}

catch (Exception ex)

{

System.Console.WritelLine (ex.Message) ;

private static void getImportEnvelopeHeaders () throws HubClientException

{

IDeliveryServiceProxy proxy = getClientConnection();
try {

// get the envelopes under delivery
EnvelopeHeader[] headers = proxy.getUnderDeliveryEnvelope () ;

//clicles the records to update the client system
for (EnvelopeHeader header : headers) ({

// get the envelope
Envelope env = proxy.PULLSingleImportEnvelope (header.
getHubDeliveryNumber ()) ;

// get the content containing the certificate XML
String xmlContent = env.getContent();

// verifications in XML
DocumentBuilderFactory dbFactory =
DocumentBuilderFactory.newInstance() ;
DocumentBuilder dBuilder;
try |
dBuilder = dbFactory.newDocumentBuilder () ;
InputStream content = new
ByteArrayInputStream(env.getContent () .getBytes (StandardCharsets.UTF_8.name (

)))

Document doc = dBuilder.parse (content);
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} catch (ParserConfigurationException | SAXException | IOException

e) {
// The content of the envelope is not a proper XML file
System.out.println (String. format ("Error parsing content of $1Ss
%25$s", env.getHubDeliveryNumber (), e.getMessage()));

// This envelope won't be acknowledged

proxy.advancedAcknowledgeEnvelopeReceipt (env.getHubDeliveryNumber (), “error
while parsing the XML");
continue;

}

//acknowledge the receipt back to the server (this could be done as
a separate action based on user validation)
proxy.acknowledgeEnvelopeReceipt (env.getHubDeliveryNumber () ) ;
}
} catch (RemoteException e) {
//manage the exception and provide errors to the client
//in this case the error is due to one of the following
// network
// unavailability of the remote system
System.out.println (String. format ("Failed to pull envelopes from the
HUB. ", e.getMessage()));
throw new HubClientException(e);

}

W RAE 4L GetlmportEnvelopeHeader, AcknowledgeEnvelopeReceipt #il
AdvanvcedAcknowledgeEnvelopeReceipt I R AEH 1%, ¥ RIEFIARERIIICER, ARSI F
FRAEE 1R LA

o PEHIERME NPPO AERGH

6.6GetEnvelopeTrackingInfo

HHAE N4, Y HUBTrackingNumber $2f HUBTrackingInfo. WIS/ im  HFET D4 K%
TEHE, MEERRRAESERZMIIRS, Ba RGN 4N HUB, LT e 25 1EiS
By, A/EAE TN B B ERE B 5 HAE IR ERAE T C5ER, R AR AL 38 o it
A HrERE .

DeliveryService client = getClientConnection();
try
{

EnvelopeHeader head= client.GetEnvelopeTrackingInfo (num) ;

System.Console.Writeline (string.Format ("The envelope {0}
tracking info is {1}",head.hubDeliveryNumber,head.HUBTrackingInfo ));

switch (head.HUBTrackingInfo) {
case "Delivered":

//perform client updates to mark the envelope
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delivered
break;
case "DeliveredWithWarnings":
//perform client updates to mark the envelope
delivered, capture the text and send the information to technical people
break;
case "FailedDelivery":
string error = head.hubDeliveryErrorMessage;
//update the client state with the informational
error message
break;
case "EnvelopeNotExists":
//the message was received by the hub but not yet
added to the queue or the number is not correct
//resending of the original can be applied
break;
case "PendingDelivery":
//still in the queue on the hub, waiting to be
pulled or pushed
break;

}

catch (Exception ex)

{

System.Console.WritelLine (ex.Message) ;

Java
private static void getEnvelopeTrackingInfo (String hubTrackingNumber)
throws HubClientException {
IDeliveryServiceProxy proxy = getClientConnection();

try {
EnvelopeHeader header =
proxy.getEnvelopeTrackingInfo (hubTrackingNumber) ;
System.out.println (String. format ("The envelope %$1$s tracking info is
%$2$s", header.getHubDeliveryNumber (), header.getHUBTrackingInfo()));

switch (header.getHUBTrackingInfo()) {
case "Delivered":
// perform client updates to mark the envelope as delivered
break;
case "DeliveredWithWarnings":
// perform client updates to mark the envelope as delivered,
capture the error message and send it to the technical people
break;
case "FailedDelivery":
String errorMessage = header.getHubDeliveryErrorMessage () ;
// update the client state with the informational error message
break;
case "EnvelopeNotExists":
//the message was received by the hub but not yet added to the
queue or the number is not correct
//resending of the original can be applied
break;
case "PendingDelivery":
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//still in the queue on the hub, waiting to be pulled or pushed
break;

}

} catch (RemoteException e) {

//manage the exception and provide errors to the client

//in this case the error is due to one of the following

// network

// unavailability of the remote system

System.out.println (String. format ("Failed to deliver the message to

the HUB. ", e.getMessage()));
throw new HubClientException(e);

}

R IR, (E SOAP UL BIRPRHR IR G 2 o Al 2 48 1% W] e R4

o RHERM NPPO ATE ARG
o RHIERA NPPO F4ERH “From” F B E K

6.7GetActiveNppos

APRAER MR L HUB (1) NPPO R [BIK & AT, AUEA B RIEFERIRIC .
TREERRIC AT RER 2 o N2 R oK B 3 38 BERISOR B AR SR X AE HUB RS

6.8ValidatePhytoXML

IR AT T B B H 2 M Thae, FTARYE SR ePhyto B4 UF XML,

X AT DA SRR A 5 4 DA NV BRI HH Y B — 1 ]

81 H SoapUI B, E UCK BLIGIE 1) XML £3.2% <! [CDATAL....]]> 76 3 K & BRI IR SCAS
XEEA R R, FATATS LR A FTAE, BAERL S D — AN RiEgs 3
AL R, W R

<ns3:ValidatePhytoXMLResult>
<area>MandatoryElements</area>
<field>SPSExchangedDocument.IssueDateTime.DateTimeString</field>
<leve]>SEVERE</level>
<msg>Issue date is mandatory field</msg>
</ns3:ValidatePhytoXMLResult>

B BER YN — A IR SO, msg R B AR HA RS R .

A RE AT
-RTCER CLAWE SR S5 — B AFAE R TG R
BRI (5 ePhyto SIS 5C 1 i) 2D
20 (CSAFFA XML A2 DG 1] 5D
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AIRERIZANAN T -

SEEL: S ES R RIE A B ) R

S WA SRS, FFEXT AR R XML 3T — &

el FHERIERASER
6.9DeliverPhytoEnvelope
ZERERAE HUB AT — A HHI5E4K, ePhytoEnvelope #& M EnvelopeHeader 4% KM K1, M
ARAGEFE X FRFE TR MREFEFE L, ePhytoEnvelope H A A LHIE T AEAE
I SPS HIEF.
AR ER T E R, B R Bk BT A5 BAE XCH 21 SPSIE ik . XL 18 N
BHATHEASR N Z BT R, B HATIRUE, Wk IAE(T SEVERE 4 Bl @, #45 ib A&k
i 120 5 %€ X DeliverEnvelope HLAEGARAHIA, R LA A2 7 o AR 2 4 16 XML,
M 77 B R 58 SR EAF SR P S b 2UE
AR, e R R AN B SCRER AL DeliveryEnvelope, T AS 2 MR 4 0] FH (1115 B X €
XML A A SPS UEF AT R o

6.10Receiving a PUSH delivery

T RN PUSH £33, NPPO #t 1 [E iy — A2 o] T [F) HUB &4z .

NT AR R R, NPPO 46 ZifE Hl HUB WSDL kY, JF5e# & IhaE, LLEER
DeliveryEnvelope #/ER {5 Et, FdH LidH4A PULL [ HUB #AE KA B

WA R4, PUSH ity s5 B AR P A5 S R B IUE B, i s 0 45 SR8 2 A B RS BN
{EEFR W E N FailedDelivery (FELIEIL R, HUB ¥gks22f 0t Rk, BRI RN
FAFRk B s IEIND o Wi FailedDelivery B #33] HUB (RN, RG22 8 8 (5 B 55 Fr i
Ao

HUB R4 ) NPPO & B i F5 2 (] _Fib SZ /Rl R ) SZ 6 PUSH W 4% ik 45 b 4 140 TP Y5 Bl
FEH PUSH M4 553 i o HUB 3 14T HF LA, HUB R4 1) NPPO B3 GO HRl 8) — 5k
H HUB S ERIAT A SSL 2 7 E 1 I Hf A IR

Ak, NPPO SCAFRT i B il PUSH #UE (S B8 ¥ (Receive Tracking Info Update) . iX
W RURAE HUB B7E B O ER (S BIRKHE hr Sk K% 2)#R1E48 4 SetTrackingInfoUpdate, M
FEIIRES B BN AL 1B B RR S

B2 LA 5 PUSH #20UBAH < 1) NPPO R & .
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Pfsi*:  PUSH
EE: NTHFEZAEBUR, HUB LA RS 51 € B R T8 1E .
TR SCRRE R, BB ERILE RS R 1P JERE . HUB SCRF HIBVRS 0 5347 I
1 443 DASCVF HUB MIE X Web fik 55 2 [8] () HTTPS PUSH i &
EE IR Web IR EAELLT H TARIR HUB fIAFIES
JEBE DL T Fr 2 DA DA ZTE [ SRk 1% v 5 R 8 ) Web IR Z5#E1E  (SetTrackingInfoUpdate) HIERER(E B
e
Push URL* https://localhost:8443/hub/deliveryService
Delivery Retries*: 20

Delivery Minutes*: 5

LR —onfil, ST anfa £ Eclipse 1 Apache Axis 1) 22 fitti vy 25 o

T4, 1F Eclipse AN —MHBIE M H (7RI BIRAEH IBoss 1E4 HFRIZATHf 8], 1
AT Bo& A URAT R RS AT TED
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Dynamic Web Project
Create a standalone Dynamic Web project or add it to a new or existing (, 0
Enterprise Application.

Project name: I HubWebService

Project location
[¥] Use default location

Location: | C:\Users\admagarciac\eclipse-workspace\HubWebService | Browse...

Target runtime

|JBoss EAP 7.0 Runtime v | | New Runtime... |

Dynamic web module version

131 v

Configuration

|Default Configuration for JBoss EAP 7.0 Runtime v | | Modify... |

A good starting point for working with JBoss EAP 7.0 Runtime runtime. Additional facets
can later be installed to add new functionality to the project.

EAR membership
[]Add project to an EAR

EAR project name: | EAR VI I New Project... l

Working sets

[ ] Add project to working sets

Working sets: I

PRA] LRI AN S TEAE A 55T “Finish” .

MIH SR, RS AN 2% AR S5 i AT IR . STk, ARTEEAEIUH s — AN B 4%
A%, A S E 4R, ARG S “new” A1 “Other...” .
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[ Project Explorer 23>‘|

4 & HubWebService
4 ‘31 Deployment Descriptor: HubWebService
f3° Context Parameters
@) Error Pages
J# Filter Mappings
© Filters
%o Listeners
5 References
€% Servlet Mappings
© Servlets
[jlZ Welcome Pages
4 A9 JAX-WS Web Services
(#3 Service Endpoint Interfaces
(# Web Services
b 28 Java Resources
> =\ JavaScript Resources
b (= build
b (= WebContent

Select a wizard

Create a new XML web service.

Wizards:

| web

4 (= Database Web Services

/i Web Services from Builder XML
4 (= Web

{5 Dynamic Web Project

1 Static Web Project

G5 Web Fragment Project
4 (= Web Services

7 Web Service Client

||

Finish

Select “Web Service” and click “Next”

W MRS, Rl R .

Public - FAO/IPPC

26

16-July-2018



HUB Web Service API

Web Services
Select a service implementation or definition and move the sliders to set the level of service and client
generation.
Web service type: |Top down Java bean Web Service v |
Service definition: | https://hub.ephytoexchange.org/hub/DeliveryService?wsdl vl | Browse...

Start service
Configuration:

¢ o Server runtime: Red Hat JBoss Enterprise Application Platform 7.0
Zel ()] Web service runtime: Apache Axis

9 Service project: HubWebService
=

Service EAR project: HubWebServiceEAR

Client type: |Java Proxy v

Mo client
Configuration: No client generation.

[JPublish the Web service
[[] Monitor the Web service

@ | <Back | Net> || Finish || Concel |

FAICL0E T WSDL XCHY, %E#“Top down Java bean Web Service”, #R 5 T 77 I EEH 3t
A\ Hub WSDL URL: https://hub.ephytoexchange.org/hub/DeliveryService?wsdl

A “Apache Axis” Fll Tboss 1E MRS #e b, Wl SRARA AIF IS H RS 4%, 18I 5T “Server
runtime” FE AT IR RS . HIA R RS # O 42175, sy “Finish”.

MEANRFEC SEN, Eclipse & $T XY : DeliveryServiceSoapBindingImpl.java, 7EIXAN A4 A
B, fEHER T, AT T EPAT“deliverEnvelope”, X & HUB [] PUSH Az 5544 %
W T,

Java
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public int.ippc.ephyto.HUB Entities.EnvelopeHeader
deliverEnvelope (_int.ippc.ephyto.HUB Entities.Envelope env) throws
java.rmi.RemoteException, int.ippc.ephyto.HubWebException {
saveEnvelope (env) ;
return env;

}

private void saveEnvelope( int.ippc.ephyto.HUB Entities.Envelope env) {
// do checks and store the envelope in the suitable place

// acknowledge the reception
HubClient.acknowledge (env) ;

}

RAAESE, RGN HUB #3255, XFEHHbrc N Ok,
HEE, HUB /2185 HUB W28 IR 55 SCLZERE R T 42

£ LGl b, BATBA SRR T a5 B 2 5 S5 S AR E RS, PUAIRSEIRE T &
ANERHBERE AR, 2 amiEH S AE R B A IR K . ESCHHER G £, NPPO N HI#E
Fp R 2 F 2 4R AL i SO AE R HUB GIEFS (% 7 siiE R R 45 464 1P VM E X, 1@
B R e AR R
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7.5 B

7.1 PULL f&35 =

TH P EER T REMEREEELRE, XL FERZTE NPPO &/ imh Al HUB R 4uE
PULL $ZUSCRI 7 [8]A2 B AT .

Exporter HUB Importer
Application Application

) RISBFRETED

A
| sTHEleER
g _ iR e
WAED < | L WANE ) ‘
L =& A \:ﬁ HEEAZHAS
e x
:] WS
BT
SHIT (EEER N 4:—J ESEIO =R
o fmscEmaR) ] e | PEemmn
. - 3= = = o B1Z =7
XBABE ] (grrausiEBSR « POUZERES | sAneriA
o e EXMLAEREE
FPEFE ] HEFESHISES
B BIBEIRIEE. GERReRE) ‘
—— =3 2N H
P ey | E R i
i 3 R
- RS
fe8, ¥ D
S L] s
HIGEREE GEREE) —
— ] TEE R0/
.. CEsmsse i e, HUs
TRE 5
b=
L

7.2 PUSH f&% R
NPT A E R TE NPPO % i S A A1 A PUSH 2R ALY HUB R4t A48 B AT
B
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i | rt
Aomteaton e | Aoplcation_|
—  RUBFREED
SFREFTER
TimE N W (
oar | |l nRER e
fEaEs H ;::T——J
] maemEs EREHLAEEN
o za
, (ST (ERER) j IRHEHE FHEA - pEsyE
LIGmmmmmmmm e 1 - EEHRE T
EEASE ] (Rnusinan - il RUsRERER
TSR N
ZPETFE ] HERARHNSEE
B BIBIEEE GERED)
S it
. wERmsEEy | P =
A :\ B
RiBEES SR EY o]
B EEE ’ AR
188, E l ) BIEHIFTLTE
i L] s et
| smmeREe GEREE) | — R <icel o
. Bespssse i T_ Eas EEXMUAESE
TREB{EHA =
|

8./ Soap UI BE4THIIR

HER:

EECdG!

—{X SOAP Ul |5zh,

T 25 B84 ] SOAPUT #3474«

9-15 DHREEE AT

1. T#JF2e3 SOAP UL, FRAIMEFH M2 5.3 hiuA.

2. FER|ZHEC K bin H3%, T SOAPUI-5.3.0.vmoptions 4. £ windows Hii I,
RS FTEAL B N “C:\Program Files\SmartBear\SoapUI-5.3.0\bin”, 7£ Mac &%, CR4AT
{EAL B 1E /Applications/SoapUI-5.3.0.app/Contents/vmoptions.txt. i ~, ARA] LA# & #
R SCRS AT S

3. XXMM, BT XAT

-Dsoapui.https.protocols=TLSv1.1,TLSv1.2

4. PRAFSCHS, FTJTECE FHRATIT SOAP Ul

Public - FAO/IPPC 30 16-July-2018



HUB Web Service API

5. %% New SOAP Project 34

6. fE “Project Name” 7B, E#H—EA MR MERIDH 4 F5

7. fE“Initial WSDL” 7B, WIARARESCCRY, B A8 EHE wsdl SCRYORAE S B, 15k
Pl PR AL URL , B8 %3 wsdl SCRY

8. miii “OK” LAJG, SOAP UI ¥ o E il — S8y A7 #R A 15 K IR o

X BLARAT AE B AR s SRARAR (1 7~ 191«

Projects
= HUBService

= %= BasicHttpBinding_|DeliveryService
- AcknowledgeEnvelopeReceipt
- DeliverEnvelope
- GetEnvelopeTrackinglnfo
-2 GetUnderDeliveryEnvelope

e-8-8-8-8-

-2 PULLImportEnvelope

9. AEtaEIiH AR, EIRAIHIH T2 “HUBService”, #AJ51E#E “Show Project View”

o

5 == 17 Reque
Projects M, =0
'2 @. HURS amsica > v mi
N E}: Show Project View Enter

.

: Add WSDL Ctrl-U

Add WADL Cerl-F

New REST Service from URI

10, FEHTIRERES, %% 3]“WS-Security Configurations” IR, FEXMETRH, 3
“Keystores” &I .

11, A s, MR E e+ . XA sS4 8 12 B
12, FENSEASE L, EEIRAEBEAE, ¥ RA Ay P12,
13 EFER B AN 5 B 2R R R o

14, @ ISR AT, a3 OK.
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Source Status | Password Default Alias | Alias Password
\\tsclient\S\Applica... OK escscscee

15. Add you certificate alias and password, in our case the certificate alias is “nppo-it”

IR BIEAS ) 2 A0S, FERATA =B, e 5044 2 “nppo-it”.

I HUBService

Source Status Password Default Alias | Alias Password
\\tsclient\S\Applica... OK escscscee nppo-it esscscscee

16, J<HIE 1, i DeliveryEnvelope 3R, £ HEL—/ME RAE -

17 FEARIIIEFAE SSL % B I 7 BUE I 235 K .

file  Project Swute Case Step Jook Desktop Help

B m X P T *_’ & «3

<zoapenv:Envelope ==ins scapesveThitp://schemss.z=lacep crg/scep/envelope/™
<scapenv. Header/>
“scapenv. Body>
“eph:Delivesinvelsper
<eghenv>
<hub; FroerIT</Bub: From>
<hub:Te>Al</hub: Te>
<hub:CarsificateaType s 5ic/ heb CortificataType>
<hub:CeztificatelStatusrTiv/bub:CortificateStatusr
<hub NPPOCarsificateNunber>23456T89</hub  NPPOCarsificataliunker>
<hub: »133¢/5b T »
</aphienvr
</wph:Deliverinvelope>
“/scapeny:Bodyr
</soapenv :Envelepe>

L 0

[Expand MTOM _ false

18, BonBlixXrt, A BEERHEHR, )5 mE“RUN”,
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Ele Project Suite Case Step Jook Desklop Help
E B m * 2 9 & <3
Empty SQA' REST  Impet  SeweANl  Forum  Tral  Preferences  Proxy
= " e Y e e A P pead e : o et
Progects v o 8 B [NoaintgothibunkccoioiiOdvensentee
= I HUBService > &8 L ]
| ® :WW 3 <scapeny:Invelepe ==lins scapanve hitp://schezas smlgoap . ozg/scap/envelicpe/” ==ins apbe~hecp: //aphyto. ippe =:
& 2 Acknowledgenvelope®: . ; “scapenv:Reades >
& ; 1= <sosgenv Bosy>
Ovveitavelope & <aph:Delsverkavel
t opa>
”m (=] <ogh anvr
# T GefrwelopeTracungindo A2k - Froms IT+/hub: Froar
# T GetUnderDelvenEmelope <Wel: ToAD</ hub; To>
® 2 PULLImportEnvelope b Corsificatalype>35i</bub Carsificatelype>
“rvab Cereify g 0« Cosraty 9
“xap £33 L S45ETR </ 24
“rab:Contens>133</bub Conteat>
</ oph:eny>
<seph Delivesfnvalepe>
“/ scepeny:Bodyr
+/ scapenv:Inveloper

19, REIHE.
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20, W REARLET H IS5 ] SOAP UL, 4/RFEIRITIT SOAP Ul I, 73 HE IR 9-15.
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